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CAMPUS KEY POLICY

Work Control Center (WCC): Central processing department where all requests
for key services are sent for processing.

Phone 895-4357.

Location: Campus Services Building (CSB) Room 132.

Mail Stop 1048.

Police Services Department (PSD)

Responsible for campus security.

Phone 895-3668.

Location: Claude I. Howard Public Safety Building (PSB).

Mail Stop 2007.

NOTE: Card keys are becoming more and more part of our campus key system;
therefore, the term key and card key will be interchangeable throughout this
document.

3. KEY HOLDER RESPONSIBILITIES

All faculty, students and staff are responsible for maintaining building security. A key
holder is responsible for all keys issued to them. University keys are the property of
the State of Nevada. The duplication or possession of any unauthorized University
key is a misdemeanor pursuant to NRS.205.080. The holder of keys to any
University facility assumes responsibility for the safekeeping of the key and its use.

It is understood that the key is only to be used by the holder and they will not make it
available to anyone else. Should a loss occur due to a key loaned, the department
will be responsible for the financial impact to re-key an area or facility. In an effort to
minimize loss or misuse of keys, all Key Holders are strongly encouraged to leave
University keys in a secure location during non-working periods.

1. Employees will NOT loan or transfer their keys to any other individual.

2. Faculty, students and staff shall not unlock a building or room for another
individual unless the individual is known by them to have a legitimate need to
enter. These requests can be referred to the department office or the Work
Control Center (WCC).

3. Authorized card key holders are not allowed to let anyone into a building after
business hours under any circumstances except for public safety personnel if
required for an emergency.

4. Keys will be returned to the University Access Control Department via the Work
Control Center when an employee terminates or transfers within the University.

5. Doors to unoccupied rooms are to be locked when not in use. **
6. Outside doors are to be locked after normal business hours. **

7. Maintenance gates and chains are to be locked immediately after passing
through.
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8. Unauthorized persons or suspicious activities are to be reported to the UNLV
Police Services Department immediately.

9. Any University keys found should be turned in to the UNLV Police Services
Department or the UNLV Access Control Department via the Work Control
Center.

** NOTE: Because buildings on campus have a diverse number of security levels

and vary in daily usage, the locking procedures for unoccupied rooms, areas and

buildings fluctuate. Occasionally requests are made for a room to be removed from
the master keying system and placed on an individual change key. Such requests
will be considered on a case-by-case basis, and with the Access Control Department
and Police Services issued a key for emergency access. Additionally, it should be
noted by the persons responsible for these areas that there will be no custodial
services in these spaces unless prior arrangements are made with the Assistant

Director, Facilities Management, Custodial and Recycling.

4. AUTHORIZATIONS — KEY REQUESTS

The Access Control Department will have a Locksmith Authorization signature
card on file for each Department and Section on campus. These cards allow
FM to compare the signatures of authorized department representatives with
those appearing on Key Request Forms as a means of security for our
customers. Keys will be made only for the authorized individuals as designated
by the department head on the existing card.

Note: New cards must be submitted to the WCC as changes occur to those
designated as authorized representatives in your department. Please contact the
WCC at 895-HELP (4357) for more information.

o Building Masters: With the approval of the Senior Vice President of Finance and
Business or the executive Director of Facilities Management.

¢ Sub Masters: Authorized by the Dean, Chair, Associate Vice President or Vice
President responsible for their areas only.

o Keyed Alike and Individual Change/Pass/Space/Student Keys: Authorized by a
Chair, Dean, Associate Vice President, or Vice President.

e Card Keys: Authorized by a Chair, Dean, Associate Vice President, or Vice President.

Note: Key Authorization and Requests will be electronically submitted in the Fall
of 2008.
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KEY REQUESTS: All key requests must be initiated on the Official UNLV Key
Request Form and submitted to the WCC well in advance of the date needed.
NO OTHER FORMS WILL BE ACCEPTED. The form can be found at:
http://facilities.unlv.edu/workcontrol/WCF-08 Key Request Form.pdf Requests
are processed on a first come first served basis. Any requests needed sooner
than this process need to have extenuating circumstances presented to move the
request past the others before it. The Access Control Department will do
everything possible to fulfill normal requests in a timely manner, with the
understanding that the beginning of semesters will always present higher than
normal demands. Failure to have the proper signature authorization will result in
keys not being issued and the request being returned to the requesting
department. SIGNATURE STAMPS, FAXES, AND PHOTOCOPIES ARE
PROHIBITED.

¢ NOTE: No “bulk” gquantities of keys will be issued to a single person
unless approved by the Executive Director for Facilities Management

5. KEY IDENTIFICATION

Tags, marking and other forms of identification that refer to the University or a
specific building or in any way indicate the purpose of the key are not to be
attached to the key. The only identifying marks will be a series of numbers
stamped on the key by the Access Control Department.

6. KEY FEES

Administrative Faculty, Academic Faculty, and Classified Staff personnel will not
be required to pay for their INITIALLY AUTHORIZED KEYS but will be required
to pay for keys needed to replace stolen or lost keys due to personal or
departmental negligence.

All costs associated with re-keying a department’s building space will be the
department’s responsibility if re-keying is determined to be necessary by the
Executive Director of Facilities Management (FM) due to departmental
negligence.

Departments are required to submit an authorized key request form for
temporary staff, students and visiting faculty members. Individuals must be
named on the Key Request Form, one key per individual will be issued, and each
individual must sign for his or her key. Returned keys will be credited to the
department.
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Key replacement fees are as follows:

Building Master Key - $1000.00
Sub-master Key - $50.00

Individual Pass/Space Key - $10.00
Keyed Alike - $10.00

¢ Card Key - $10.00

* & o o

Broken or worn keys will be replaced at NO CHARGE, and will be an exact
reproduction of the original. An authorized department representative with a
signed and dated Key Request Form must bring the defective keys to the WCC
in person, who will return them to the UNLV Access Control Department for
disposal and refund purposes.

7. KEY TRANSFERS

For security, safety, accessibility, and recordkeeping, the transfer of keys and
cards both within and from department personnel, faculty members, students and
other University staff is STRICTLY PROHIBITED. Keys/cards no longer needed
must be returned to the Access Control Department via the Work Control Center.
A new request must be submitted for new key/card holders.

8. KEY CONTROL AND INVENTORY

Each department will be responsible for keys issued within their department. It is
required that each department maintain their own internal, written inventory of
keys and Key Holders. An inventory of all keys issued on campus is maintained
by the Access Control Department. If you require help with your key inventory,
contact the Work Control Center via an IService request. Current work loads will
dictate how quickly we can respond to assist.

Requests for card keys shall come from the departments to the WCC. All card
keys will be issued through the departments from which they have been
requested after they have been programmed by the UNLV Access Control
Department. When a Department wishes to issue card keys to students, the
department must verify and attest that the student is actually enrolled at the
University. An end date for cards will be required for students.
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9. AUTHORIZED KEY HOLDERS

For security and Departmental control purposes, Facilities Management
mandates the following guidelines for the issuing of keys:

¢ Deans, Chairs — Building Master with approval only (see page 1 above).

¢ Department Chair - Sub-master.

¢ Full Time Faculty and Staff - Pass/Space Key & Classroom Key, Card
Key.

¢ Visiting/One-Year Appointment Faculty - Pass/Space Key & Classroom
Key, Card Key.

¢ Graduates/Undergraduate Students - Pass/Space Key & Classroom Key,
Card Key.

Card Keys will be issued to those requiring access after regular business hours
or to Access-Controlled areas (TEC rooms, Computer Rooms, Labs, etc.) as
approved by the proper authority.

10. UNAUTHORIZED DUPLICATING/REPLACING KEYS

Duplicating or replacing keys through an agency, company, or private business
other than the UNLV Access Control Department is STRICTLY PROHIBITED**
and is a breach of this key policy and Nevada State Law, and could also be a
breach of copyright law. When such a violation is discovered, the appropriate
Vice President, Dean or Chair and the University Police will be notified for
appropriate action.

** The duplication or possession of any unauthorized University keys is a
misdemeanor pursuant to NRS.205.080. In addition, it is illegal to duplicate the
Yale® KeyMark® key because of its patented design (Utility Patent # 5,176,015). To
duplicate it, by whatever means, will result in a lawsuit initiated by Yale against
individuals and/or companies involved in the duplication.

11. TEMPORARY KEYS

Temporary keys for visiting professors, temporary employees, students and
contractors may be issued. A key request form stating when the keys will be
returned and a letter dated and signed by the appropriate authority must be
submitted to the WCC before keys will be issued.

Card Key requests for visiting professors, temporary employees, students and
contractors must specify an expiration date on the Key Request Form. This
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expiration date will be programmed into the computerized access control system
and the card key(s) will not function after that date.

12. RETURNING KEYS

When terminating employment, all keys MUST BE RETURNED through the
clearance process initiated by Human Resources. All keys are verified by the
Access Control Department via the Work Control Center. It is the responsibility of
the department to retrieve all keys from departing employees, faculty and
students. The departing individual should copy all records supporting the
number and type of keys returned for future reference. Individuals failing to
return their keys prior to their final departure MAY have a financial hold placed on
their final paychecks and/or final grades/transcripts.

Employees transferring from one location to another within the University are
REQUIRED to return their current keys and request, via the Key Request Form,
the proper keys for their new location.

13. LOST OR STOLEN KEYS

All lost or stolen keys MUST BE REPORTED IMMEDIATELY to the issuing
department, the UNLV Access Control Department via the WCC (895-HELP),
and UNLYV Police Services (895-3668).

Use the Lost/Stolen Key Report Form located at
http://facilities.unlv.edu/workcontrol/keyform.html to report the lost or stolen key
stating all facts about the incident. A copy of the form will be sent to the UNLV
Police Services to ensure immediate concerns are addressed. Information to be
included on the form when reporting the lost/stolen key is as follows:

¢ Department, date key(s) were first discovered missing and the phone
number and name of the individual to whom the key(s) were issued.

¢ Circumstances surrounding the incident and where the key(s) were lost or
stolen.

¢ Buildings, rooms and areas that are affected by the lost or stolen key(s).

It is important to document all information regarding the incident and all details
should be included. This will help in any investigation that may follow.

To replace a lost or stolen key, Lost/Stolen Key Report must be included as an
attachment to the Key Request Form. The cost of replacement keys is detailed
on page 6. Payment must be made via an I1Service Request with a chargeable
account at the time of the request for replacement. It is at the department’s
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discretion to determine if the replacement charges will be passed on to the
individual responsible for the keys at the time of the loss.

14. INSTALLATION, REPAIR, RE-KEYING AND RE-PINNING OF LOCKS

A. The UNLV Access Control Department or their approved, licensed contractor
will perform all alterations, installations and repairs to door locks and
mechanisms. All costs associated with the re-keying or re-pinning of a
department’s building space, including the replacement cost of EACH key cut,
will be the financial responsibility of the requesting department and must be paid
for via an IService request with a chargeable account. Worn or faulty hardware
including fair wear & tear, will be repaired or replaced at the discretion of
Facilities Management and at their expense.

B. When remodeling or building renovation work is being performed either by the
department or by the UNLV Planning & Construction Department, the lock and
hardware standards of the University must be followed. All non-university locks
that are encountered during a remodel or renovation will be removed at the
department’s expense. This will include the cost of any hardware necessary to
complete the needed repair/replacement.

C. Any areas that are requested to be taken off the master key system and can
only be opened with a unique key are done so by total exception only and must
be approved by the Vice President or Dean of the department, and the Executive
Director of Facilities Management. This approval must be in writing with the
department acknowledging their responsibility for the areas “off of key control”.

15. LOCKOUT /ACCESS

If an individual with proper identification or a scheduled class is locked out during
regular business hours, please call the Work Control Center at 895-4357. A
representative from Facilities Management will open the locked space. After
regular hours, call Police Services Dispatch at 895-3668. Dispatch will call
Facilities Maintenance to open the space with proper identification.

16. PERIMETER SECURITY - CARD KEY ACCESS POLICY

The number of buildings having the Perimeter Access Control System, which
requires a card key to enter after normal business hours, is continually
expanding. Exterior doors are automatically locked electronically at a designated
time, determined by the building’s Dean, Chair or University policy.
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A. BUILDING HOURS: Each building may have its own schedule for opening
and closing as determined by the appropriate V.P., Dean, Chair or Director.
Generally, open hours will be from 6:30 AM to 10:30 PM, Monday through Friday,
excluding UNLV holidays. When the building is closed, the electronic door locks
will automatically engage. On Saturdays and Sundays most buildings will be
scheduled closed, except when special times are necessary and arranged
through the WCC and the Access Control Department.

B. ENTRANCE / EXIT: Buildings with the Perimeter Access Control System have
designated entrances for card key access after regular business hours.

C. AUTHORIZED CARD KEY HOLDERS: It is required that each person who is
authorized to be in a campus building after business hours are responsible to
have his or her card key and identification with them at all times. This will enable
each person to enter and exit the building for non-emergency conditions.

NOTE: Authorized card key holders are not allowed to let anyone into a building
after business hours under any circumstances except for Police Services
personnel if required for an emergency.

D. FIRE ALARM EMERGENCIES: The Perimeter Access Control System in
each building is connected to the building’s fire alarm system. In the event of a
fire alarm or a loss of power, the Perimeter Access Control System will disarm
the electronic door locks in the lock position. A card key is not required to exit
the building.

E. NON-FIRE ALARM EMERGENCIES: In the event of a non-fire alarm
emergency, such as criminal activity, medical emergency, chemical spill, etc. call
911 (DO NOT DIAL 8) from the nearest telephone. Communication officers
monitor a 24-hour alarm system that handles both fire and security alarms. All
UNLYV fire and security alarms are monitored by the system. It is the
responsibility of the communication officer on duty to notify the fire department,
medical and rescue services.

UNLV’s Police Services communications also monitor a system of Emergency
Call Boxes located strategically throughout the campus. This network of
emergency telephones, identified by bright blue lights on top of the phones,
provides immediate and direct access to the communications center. These are
hands free telephones and when activated, automatically provide the dispatcher
with the location of the telephone once the large red call button is pressed.
UNLYV Police Services will open that building to give access to other services
needed.
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17. INTERIOR ROOM SECURITY - CARD KEY ACCESS POLICY

Campus Computing Services has established a list of Classrooms, Technology
Enhanced Classrooms (TEC) and Computer Teaching Facilities, which require
the use of a card key to gain entry. Please visit their website at
http://ccs.unlv.edu/scr/teaching/default.asp for more information, scheduling, the
locations of facilities, and their access requirements. If you are assigned to
teach in one of these rooms, please ensure that your department has
requested a modification to your access rights so you will have access to
the room. If you are a part-time faculty member or graduate student, and are
teaching in one of these rooms, your department will need to process a Key
Request Form to add access to each facility in which you are assigned to teach.
Card keys for part-time hires are disabled at the end of each semester.

See http://www.unlv.edu/acadcom/its/tec/TECquide.pdf for specific information
on TEC rooms.

In addition, there are many other interior rooms on campus that are departmental
in nature, e.g. labs, server rooms, research facilities, telephone switch rooms,
IDF rooms, mechanical rooms, etc., and are protected by the card key access
control system. Access to these areas is restricted and governed by the policies
of the University and the department(s) occupying those spaces.

18. TRAINING

Training on the proper use of the card key system for staff, faculty and students,
permanent or temporary, will be the responsibility of each department. Users are
required to know the following:

e How to use the card key
e Emergency Procedures
e Where the main entrances and emergency exits are located.
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UNIVERSITY OF NEVADA LAS VEGAS
N FM USE OMLY
KEY/CARD REQUEST FORM
DATE:
KEY/CARD FOR: DEPT:
{Please print or tipe)
CHECK STATUS: ™ FACULTY I STAFF Cards for students or temporary employvees must
hav iration date. Th iration date
- PART.TIME ) AVE Qi EXPLF H & EXPIF H for
INSTRUCTOR | STULENT this card is:
DELIVER TO: BLDG: PHO
{Please print or type)
PLEASE CHECE: ™ NEW/ WOBN EEY T NEW/'WORN MARLOK CARD I TOLENEKEY/CAFD
* AUTHORIZED BY: Fl
(Please print or ipe) thoerization verification)
1. * All Key Request forms must be =zigned by an authorized member of vour Authorized individualz whose
names appear on the “Locksmith Authorization Card™ ag designated by ir = will be r & originating
department. Pleaze contact the help desk at 895-4357 should yvou fill ur current case e our website at
http:wenw unbv eduffaciltiesdworkcontrol'key form. html for sore i on.
2. ** Reguests for lost or gtolen keys/Marlok cards mu 'K EPORT and .00 charge will be
assegsed per item unless the lost or stolen kgy was g er. ound in thg Key Policy at
faciltiez.unhv.edu. Flease contact the he k at (&9 if | pasters or our department may
be rezponzible for funding the re-key o ected 3 ke
3. Access cards for stu ploye n & date ent = t offices will need to request
re-activation of theze, widu L ampus aftel v expired
4. A reasonable ef] =/ca ion ve. Howeve individual iz not available at that time, keys
will be delivered 1 nt 21 cip zignature iz uired.
5. Keys may NOT| ting =ig r, the requestor and your department are responzible for that
key. It iz recomm ain il t az a means of tracking keys. Facilities Management cannot
track kevs beyon ! e kEye, or keys from trangferring or terminating employees MUST be
returned to the h W /n’epﬂrtment's responsibiity for them.
7. Duplicating or rep g cofmpany, or private buginess other than the UMLW Lock Shop is prohibited unless
authorized in writing by th io /«r’pussessiun of any unauthorized university key i congidered a mizdemeancr pursuant to

AUTHORIZATION SIGNATURE

EEY NUMEMA__«~ BUILDING ROOM £ DESCRIPTION
UMLY Campus Key Policy
Revised 1/22/2008 RECEIVED BY DATE:
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UNIVERSITY OF NEVADA LAS VEGAS

LOST/STOLEN KEY REPORT

EMPLOYEE NAME: DATE:
DEPARTMENT: DEPT. EXT:
& LEE IS RS ~ LOST ~ STOLEN

NUMBEE OF KEYS INVOLVED:

AREAS AFFECTED:

(Bldzs, Bms, Ete.) ’

LOCATION WHEERE KEY(S) W WER] [ET)

cement Kev Price List
TOTAL EEPLA O Ang Master Eav £1,000.00
N Sub-Master Kav $50.00
Individual PassSpace Fav 210.00
DR = L~ Eavad Aliks $10.00
/ Card Fev (MMarlol: Card) 510.00
Circumstances imvol? 4 Pnt investigation:
/
SIGNATURE DATE:
This form is to accompany your Key Request for
UNLY Campus Key Policy replacement keys to the Help Deskat Mail Code 1043,
Revised 1/22/2008 The Help Desk will forward a copy to Police Services.
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